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.-\MI-AEC Cybersecurity Solutions

As a leading provider of security products and solutions, SAMI-AEC follows a prudent,

effective, and infallible approach to providing cybersecurity solutions to organizations.

SAMI-AEC comprehensive and integrated set of offerings including Cyber Range, Data

Diode, Security Operations Center (SOC) and SIEM which helps in strengthening the A
security posture of organizations. Besides, these offerings focus on protecting the \l‘
mission-critical infrastructure of national industries such as defense, energy, finance,

transport, etc.

SAMI-AEC indigenously developed cybersecurity solutions add a layer of added security by
nurturing cyber readiness across organizations. This in turn helps these organizations in

staying aware of real-world scenarios and cyber threats, prompting them to make swift ’ ‘
and timely action to prevent any cyberattacks or data breaches.

SAMI-AEC Cybersecurity Solutions
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Cyber Range

SAMI-AEC Cyber Range delivers realistic simulation environment to assess, develop and maintain cyber readiness.
AEC Cyber Range offers “real world” functions, the same way as the real internet but in a fully controlled
environment.

.roducing the SAMI-AEC Cyber Range powered by Coliseum®

SAMI-AEC Cyber Range is a cybersecurity training and exercises platform, enabling to develop and
conduct light-touch and/or custom exercises, based on the IT or OT environment known by our
customers. SAMI-AEC cyber range offers realistic and automated scenario development options and to
create and execute continuous online, organization-wide cybersecurity training & awareness programs to
inflict collective change of behavior for crisis avoidance and management, and thus, ultimately, achieve
cyber resilience.

Exercise with real life cyber
threats:

SAMI-AEC cyber range provides scenarios
replicating real life cyber threats, tools
and tactics used by adversaries. This way
the blue team and the organization can
gain the hands-on experience of the
impact of a cyber attack and assess its
incident response capabilities.

Cyber attack will happen at your
organization. The question is: are
you prepared?

SAMI-AEC Cybersecurity Solutions
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Cyber Exercises

1 The ability to learn faster is your only sustainable advantage

Experience the power of custom planned highly engaging tailored cyber wargames
and exercises delivered in a cyber range environment realistically simulating
networks and infrastructure familiar to the participants.

.ber wargames and exercises

'cision making under pressure @

Respond to real-world cyberthreats in a realistic environment
Experience the high-pressure situations with real-world cyber attacks
Validate incident response plans

The effect of rapid decisions

Experience the impact of an incident & costs

.perience team cohesion 2]

- — 72
e Cross-organizational, cross-sectoral, multinational scenarios
e Validate organizational cyber resilience
e Test communication and media plans
e |dentify individual and team cyber competence strengths and weaknesses

SAMI-AEC Cybersecurity Solutions 07

-chnical evaluation, testing and development

¢ |ncidents happen at the joint where various IT solutions and humans meet.
Validate and test current and future infrastructure elements and systems against
real-world cyber threats

e Build digital and cyber dexterity through experiencing before implementing
solutions

SAMI-AEC Cybersecurity Solutions
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SAMI-AEC Data
Diode

Data Diodes are designed to protect highly sensitive data and networks in
industries, e.g., military and aerospace, oil and gas, and utilities, e.qg.,
water and electricity, and other critical infrastructure.

Data diodes enhance security by physically limiting the flow of data in
one direction on a hardware level. A common practice is to completely
disconnect the network from other networks. These disconnected
networks are referred to as isolated or air-gapped networks. This has
been the use case for numerous critical infrastructure and SCADA systems, as well as military networks. This
infrastructure becomes more problematic with the growing need to import and export data from isolated
networks. The manual transfer of data generates further security risk and increases human workload, making
data transfer prone to human error. This is where data diodes truly shine. A data diode solves these issues by
providing a physically secure “one-way” communication channel from an unsecure network to the secure
network (or vice-versa). The one-way channel allows data to be safely transferred to the secure network, while
not allowing any data to leave it.

.ta diodes ensure the following

Prevent hackers from penetrating Provide 100% data leak prevention,
the secure network since no data can leave the network
due to physical restrictions

SAMI-AEC Cybersecurity Solutions 10
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High Security
Mission Critical
Network

Low Security
Corporate
Network

.ta Diode Features

Data diodes support a wide range of data formats, including: SCADA systems, SoC systems logs, AN
programmable logic controller (PLCs), historians, patches management and sensors, and other Industrial '\\? G =
Control Systems (ICSs) located on the operation technology (OT) network. _ \\\» - i
B = \ =
A ,\,\\‘:’)’_’,-‘
@ e\ \
iy —
—~ \ . s
The SAMI-AEC Data Diode currently We are considering the below LY __ \—% J L W —
supports the following protocols: protocols/applications for our future ?; ‘ 4 =
1. Syslog 4, SCP 7.PI development: S = W\ ==Ce - i
2.FTP 5. Raw TCP ® SMTP ® SNMP e Netflow i\ S :
3 SFTP 6 Raw UDP ® Modbus ® Modbus ® Others

SAMI-AEC Cybersecurity Solutions
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Security Operations
Center (SOC)

The SAMI-AEC SOC located in SAMI-AEC Headquarters in Riyadh is capable of monitoring, detecting, and isolating
security-related incidents and the security management of the organization’s security products, network devices,
servers, security systems, and IT Data Center. The SOC services offered are in compliance with Saudi National
Cybersecurity Authorities regulation.

SAMI-AEC offers multiple service delivery models tailored to customer needs. Offsite models utilize a secure channel
between the SOC and Client Premises. SIEM administration can be onsite/offsite as needed.

SAMI-AEC SOC Team are 100% Saudi Nationals who are highly experienced in handling security incidents and have

expert skills working with leading SIEM Solutions such as LogRhythm, QRadar, RSA, Splunk, and ArcSight. Our SOC
analysts are trained to work with advanced Security Solutions and in executing below offerings

.anefits

x'&\ No Need to Hire, Manage and Train = SLA Commitment to keep the customers
Resources = satisfied

Flexible and Adaptive 7 Utilize Back-office Resources when
(=~ required

|__$__| Letting Organizations Focus on 33.—- Cost Optimization (Shared Resources;

|| their Core Strength =® Offshore)

'\—/ o - SAMI-AEC Strong Partnership means
l Simplified Accountability @ strong support from vendors

SAMI-AEC Cybersecurity Solutions 14
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Governance

® Create/Review SOC Playbook
(policies, procedures)

® Assessment & Remediation

SIEM Management

® Managing and Administering SIEM

Solutions

® Periodic and Continuous Fine tuning

of Use Cases

Digital Forensics and Incident response

® RCA forincidents

® Data Recovery and Analysis

® Malware Analysis to understand the
behavior and purpose of a suspicious
file or URL.

Log Analysis and Monitoring

® 24x7x365 monitoring for malicious

activities, network traffic, endpoints,

logs and security events

e Advanced Log and Vulnerability
Management

® Incident Ticketing and Workflow

Management

SAMI-AEC Cybersecurity Solutions

S

Metrics and Reporting Training and Certifications

® Certified SOC Analyst Training (CSA)

® Cyber Security Certifications

® Well defined and meaningful KPIs, KRAs

® Fasy to setup and use search and alert
features ® SIEM Training (Vendor specific)

® Highly configurable reports and ® OTJ Trainings

dashboards

[

Threat Intelligence

® Scoring and prioritization to ensure your threat intelligence is relevant
® Aggregate, correlate, and analyze threat data from multiple sources in real time to
support defensive actions.

® Continuous Threat Hunting and Analysis

15 SAMI-AEC Cybersecurity Solutions
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Security information and event management (SIEM) products combine
security information management (SIM) and security event management
(SEM). They provide real-time analysis of security alerts generated by
applications, servers and network devices

Security Information and
Event Management (SIEM)

SAMI-AEC SIEM has multiple capabilities including gathering, analyzing and
presenting information from network and security devices, database and
application logs, as well as providing sandboxing capabilities that is used to
execute untested or untrusted programs, files, and URLs from unverified or
untrusted third sources without exposing harm to the host machine

-/stem Functionalities

Log Management Incident Response

Collects and stores log files from multiple hosts and Provide the functionality of

systems into a centralized single location instead of generating tickets based on

accessing them from each system individually security alerts, by the system or
customized use cases, in order to

Sandbox enable Incident Response team to

Executes files and URLs, inline or on-demand, in an mvg;hgate alerts and respond to
verified breaches

isolated environment to protect users from zero-day.
It examines the behavior of the files and URLs, and

reports the result of the analysis Threat Intelligence

Enables the SIEM to recognize the

D&

Network Forensics

) emerging attack campaigns and
Provides an after-the-fact investigative capability new trends. The primary objective
that other security tools cannot provide. Use cases of threat Intel in to detect
include capturing malware samples, network Advanced Persistent Threats
exploits and determining if data exfiltration has (APT) and zero-days attack
occurred

SAMI-AEC Cybersecurity Solutions 18



SAMI Advanced Electronics Company
P.0. Box 90916,
King Khalid International Airport, Industrial Estate
Riyadh 11623, Saudi Arabia
Tel: +966 11220 1350
Fax: +966 11 220 1355

Email: info@aecl.com
Web: www.aecl.com
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